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What an IT Administrator needs to know 
TrustSphere's Relationship Analytics platform "TrustVault" analyses digital interactions 
between employees, customers and suppliers to create a relationship map of the 
organisational network. The platform does not use the content of messages or phone calls, 
but simply consumes the transaction log files where available.  

TrustVault calculates the strength of all the relationships (in real time), outputting a powerful 
set of analytics, reports and visualizations. This data helps organisations to see how an 
organisation actually functions, for example:  

• How customer relationships are managed

• How teams and departments function and collaborate

• Identify inappropriate relationships and communications

• Manage data loss and leakage

The data is obtained from the communications system using a variety of methods, depending 
on the system, but all involve reducing the information to the minimum 'meta data' that the 
system requires in order to operate. This is described below.  

Installation requirements 
During the course of the installation, the following questions and tasks will need assistance 
from the IT Administrator, or a person that has admin rights to the source system (email 
administrator, phone system administrator, etc.):  

• Information about the email/phone system

o system type, version and configuration

• Determine how much historical data we have access to

• Decide whether the TrustVault cloud service will be used, or installed on premise

• Set-up of access accounts and/or installing scripts to obtain communications data

• After installation - checks that all data is flowing correctly
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Installation process 
A cloud based installation of TrustVault and its associated data connectors and client 
applications will take very little time to configure with standard systems. Often all that is 
required of the IT manager is the installation of a script, or a few configuration changes to a 
hosted email service. Full documentation is made available before an install, and the 
TrustSphere team can be on hand to assist, or carry out an installation if required.  

Once data is flowing to TrustVault, the TrustSphere operations team check that the data is 
consistent with expectations. In the rare event of any issues being found, the customer is 
informed and may need to assist in further configuration changes or troubleshooting.  

Data used by TrustSphere 
Data obtained by from the source system and stored by TrustVault consists of: 

Data Required Use 

Timestamp Yes To build timelines and detect duplicates 

Sender/Originator Yes Data consists of senders email address 
or phone number, or other identifier, 
required to build relationships.  

Recipients/Destination Yes Data consists of recipients email 
address or phone number, or other 
identifier, required to build relationships. 

Message direction Yes Inbound, outbound or internal direction 
will be determined. Required to build 
the relationship map.  

Message id Yes System id for message, required to 
detect duplicates and for potential 
integrations back into originating 
system (for example, to open an 
archived copy of a message from an 
archive system).  

Message type Yes Messages are classified as email, 
phone, SMS etc. and might also be 
classified as 'personal' indicating a face 
to face meeting.  

Message size or duration Optional collected by 
default  

Used by analytics system to determine 
facts such as the likelihood of 
messages containing attachments. Can 
be disabled.  

Message subject Optional 

NOT collected by 
default  

Used by analytics to show more data 
about the flow of data in a relationship. 
Can be disabled.  
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Data flow and extraction  
Data is extracted from the source system using one of three methods: 

Method Details Example systems 

Source system credentials 
used to query transaction 
logs, directly from the 
TrustVault platform  

Customer supplied credentials are 
configured in TrustVault to regularly 
connect to the source system and extract 
the required data. The data is then 
processed, and injected into TrustVault  

Office365,  

IBM SmartCloud 

Direct access to log files A script must be installed on (or with 
access to) the source system that 
regularly processes log files, and uploads 
them to the TrustVault system. Scripts do 
not require privileges, except to be able 
to read log files. They are designed to 
use minimal resource and the scripts are 
not obfuscated in anyway so that they 
can be examined by a customer.  

Exchange,  

Domino,  

Phone systems 

Adding a BCC to messages Configuration changes must be made in 
order to send a blind copy of messages 
to TrustVault. Messages are processed 
and deleted, but never stored.  

Google Apps for 
Business  

Notes 

• Where possible, and data that must be transferred between systems uses encrypted
channels, using protocols such as HTTPS or SFTP

• The TrustVault system can be located in TrustSphere's cloud system, or on customer
premises.

Once data has reached the TrustVault system, it is processed, and records are stored in two 
database systems – one to record relationship information, the other to record the message 
meta data. An on-premise system will typically require a single server - if there is a 
requirement for high availability, then two on premise servers will be required. The 
TrustSphere cloud is of course fully fault tolerant and resilient as per the SLA.  
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Data can then be accessed using a number of methods: 

Using a client application: TrustView, Team Insights and the TrustSphere mobile app 
are all examples of client applications available for the 
TrustVault platform. User accounts for these applications 
are controlled by the local Administrator.   

Using a CRM: TrustVault can push relationship activity data into Saleforce 
or SugarCRM. These integrations require additional set-up 
and an SSL based connection to be set-up between 
TrustVault and the CRM system. Data is then available 
according to the CRM account permission system. 

Directly via APIs: The platform has extensive API's allowing data to be 
extracted and processed by other systems.  API accounts 
are controlled by the local Administrator. 

Data security and privacy 
The TrustVault system maintains data security throughout its flow, using encrypted flows 
where possible. Control of all data input (to TrustVault) account credentials is in the hands of 
the local Administrator. Control of all data output account credentials is in the hands of the 
local Administrator.   

The data stored in the TrustVault system is derived from data already stored by a customer's 
business systems and so the use of this data is determined by existing company privacy 
policies and staff handbooks. It may be necessary to review these as part of the TrustVault 
installation process and TrustSphere are happy to assist in addressing any privacy concerns. 
Please see: https://www.trustsphere.com/faq/#Privacy for more details. 


