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1   Overview 

Respect for the privacy of personal information is very important to TrustSphere. We are 
committed to dealing with personal information in ways that protect privacy both as a human 
right and as a matter of compliance with all relevant laws in every jurisdiction in which we do 
business. We are an active participant in various industry bodies and associations including 
the Online Trust Alliance and the Messaging, Malware and Mobile Anti-Abuse Working 
Group and regularly update our policies and practices to ensure adopt the latest best 
industry best practice. 

TrustVault provides Message Intelligence and Relationship Analytics by analysing corporate 
communication steams which may contain personal information. When evaluating the 
product, it is important to review the privacy and security implications to ensure they are in 
line with company policies and Australian law. This document provides guidance for a review 
of TrustVault that follows OAIC guidelines.  

LEGAL DISCLAIMER: While TrustSphere endeavours to provide the most accurate and up-
to-date guidance, this document is not legal advice. We recommend that you review your 
findings with legal counsel after completing this process. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://otalliance.org/
https://www.m3aawg.org/
https://www.m3aawg.org/
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1 Process 

The OAIC recommends performing a Privacy Impact Assessment (PIA) for any project that 
will involve personal information about individuals. 

Generally, a PIA should: 

 describe the personal information flows in a proposal, 

 analyse the possible privacy impacts of those flows, 

 assess the impact that the project as a whole may have on the privacy of individuals, 

and 

 explain how those impacts will be eliminated or minimised. 

This document uses the OAIC Information Lifecycle model and the individual Privacy 
Principles to provide a general case PIA. This Guide and the attached Worksheet can be 
used together as your PIA or you may have your own template which can be completed 
using this information and the input of the appropriate legal and compliance teams 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/guide-to-undertaking-privacy-impact-assessments
http://www.oaic.gov.au/privacy/applying-privacy-law/app-guidelines/
http://www.oaic.gov.au/privacy/applying-privacy-law/app-guidelines/
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2 Information Lifecycle Review for TrustVault 

The OAIC suggests the following lifecycle: 

 

A TrustVault implementation affects these stages as follows: 

Stage TrustVault Considerations 

1. Consider the data necessary to collect in 
order to accomplish the Project Goal. 

No new data is collected. 

2. Plan how personal information will be 
handled 

Secondary use is reasonable. Data is 
protected. 

3. Assess the risks Review Privacy Policy. Most APPs are not 
impacted. 

4. Take appropriate steps to protect the 
information you hold 

Review TrustSphere Information Security 
Practices. 

5. Destroy/De-identify Data Configurable: 2 year default retention. 

 

  

http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/guide-to-securing-personal-information#the-information-lifecycle
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2.1 Consider the data necessary to collect in order to accomplish the Project 
Goal. 

Use of TrustVault can accomplish a number of Project Goals. Typically these will involve 
sales process efficiency and support fraud or HR investigations. Documenting the intended 
value to your organisation provides the context in which the rest of the review is conducted. 
For example, when considering whether it is reasonable for an individual to expect their data 
is used for that purpose. 

Only 4 out of the 13 Privacy Principles are impacted by the use of TrustVault, these are 
highlighted below. 

 

Principle TrustVault Impact 

1. Transparency  

2. Pseudonyms  

3. Reasonable necessity  

4. Unsolicited personal information  

5. Awareness of collection and use Additional disclosures 

Suppression of analysis for selected users 

6. Purpose Additional disclosures 

7. Direct marketing  

8. Overseas recipient compliance Additional disclosures 

9. Government-related identifiers  

10. Accuracy  

11. Protection Information Security Review 

12. Individual access  

13. Corrections  

 

See the TrustVault Privacy Details section for full details on the information that can be 
analysed by TrustVault to support the Project Goal. Determine which of the Optional Data 
Fields will be collected based on your Project Goal and company policies. The only analysed 
fields considered to be personal information are the To Address and From Address. Keep 
those values in mind when considering the relevant principles below.  
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For reference, the data types that can be analysed by TrustVault are:  

Data Field PII Analysed 
Date Message Sent NO YES 

Sending Server’s IP Address NO YES 
Message Direction (inbound/outbound/internal) NO YES 
Security Assessment (spam/malware/etc) NO YES 

Message Channel Authentication Results 
(e.g. SPF/DKIM/DMARC) 

NO YES 

From Address YES YES 

To Address YES YES 
Subject Line NO OPTIONALLY 
Message Size NO OPTIONALLY 

Message Body YES NO 
 
APP 1 - “outlines the requirements for an APP entity to manage personal information 
in an open and transparent way” 
As part of this review, confirm that your Privacy Policy is open and transparent about the 
message metadata that is collected when individuals are communicating with your 
employees. An example of how this could be done is provided in the Sample Privacy Policy 
Amendment section of this document. Implementing TrustVault does not change compliance 
regarding the collection of this metadata since it is already being collected by your company, 
however this is a good time to confirm that your Privacy Policy reflects this collection.  

 
APP 2 - “Individuals must have the option of not identifying themselves, or of using a 
pseudonym, when dealing with an APP entity in relation to a particular matter.” 
Individuals identify themselves by using a consistent messaging address when interacting 
with your organization. If they choose to use an address that does not identify them, then it 
acts as a pseudonym. This is already an option and using TrustVault does not eliminate the 
individual’s option. 

 
APP 3 - “an organization may only collect information where it is reasonably 
necessary for the organization’s functions or activities” 
TrustSphere only analyses the configured messaging metadata (see table above). This is 
directly related to the function of the software. Other personal information, like message 
content, is not necessary and therefore, is not collected. This metadata was collected directly 
since the individual sends the information directly to people at your organization. It is not 
acquired through a third party.  

 
APP 4 - “steps an APP entity must take if it receives unsolicited personal information”  
Considerations for this principle should already be covered by the impact analysis done for 
the corporate messaging solution in general since TrustVault does not collect any information 
in addition that which is already being collected by your organization. For this process it is 
assumed these considerations are already managed and no unsolicited personal information 
will be disclosed to TrustVault. 
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APP 5 - “requirement to notify or ensure awareness of the … personal information 
‘collected’ about an individual” 
Typically this obligation is met using an appropriate Privacy Policy. As suggested under APP 
1, ensure your Privacy Policy is clear about the intended use of the messaging metadata. An 
example of how this could be done is provided in the Sample Privacy Policy Amendment 
section of this document. It may also be necessary to specify the different Messaging 
Channels that may be used (email, SMS, voice, etc) depending on how your Privacy Policy is 
drafted and which aspects of the technology are being used.  

 
APP 9 - “restricts the adoption, use and disclosure of government related identifiers 
by organisations.” 
This principle does not apply since TrustVault does not use government related identifiers.  

 

2.2  Plan how personal information will be handled 
See the accompanying TrustSphere Information Security Practices document for details on 
how Personal Information is protected. 

 
APP 6 - “only use or disclose personal information for a purpose for which it was 
collected (known as the ‘primary purpose’), or for a secondary purpose if an exception 
applies…The intent is that an entity will generally use and disclose an individual’s 
personal information only in ways the individual would expect” 
Use of TrustVault would generally be considered a “secondary purpose” since the message 
metadata was not collected primarily for relationship analytics. To determine whether this 
secondary use is expected there are two groups of individuals to consider: Employees and 
Customers.  

It is reasonable that Employees would expect their  message logs to be analysed for 
purposes relating to their employment, and this is also sometimes included in Employee 
agreements explicitly.  

Given the ubiquity of CRM systems, it is also reasonable for prospects and customers to 
expect that their  interactions are available not only to the person receiving the message, but 
also by administrators and other team members involved in the sales and support process. It 
is becoming more common for customers to be upset when this information is not shared 
across teams since they expect a seamless customer experience with the company.  

In cases where individuals have a reasonable complaint about this secondary use, TrustVault 
allows for suppression of data from analysis. 

 
APP 7 - “provides that an organisation must not use or disclose personal information 
it holds for the purpose of direct marketing unless an exception applies” 
TrustVault does not enable the use of the personal information collected for direct marketing. 
TrustVault provides analysis of the interactions between customers and employees. This 
information can and should influence marketing strategies but does not override the 
compliance procedures already in place for direct marketing campaigns.  

 
APP 8 - “must take reasonable steps to ensure that the overseas recipient does not 
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breach the APPs in relation to the information” 
TrustSphere is bound by the APPs and our practices include privacy by design principles. 
Our standard contract reflects this so you can have confidence, regardless of where in the 
world data is used/disclosed, it will be managed in accordance with Australian Privacy 
Principles, satisfying 8.1. 

 

APP 10 - “take reasonable steps to ensure that the personal information … is 
accurate, up-to-date and complete” 
TrustVault is not the primary repository for the metadata analysed. We assume the metadata 
provided to the product complies with this principle prior to being disclosed. Use of TrustVault 
may also aid in data quality efforts since it can highlight a lack of communication from a 
particular address that may be due to an invalid or old address.  

 
APP 11 - “must take reasonable steps to protect personal information it holds from 
misuse, interference and loss, as well as unauthorised access, modification or 
disclosure” 
This is one of the most critical privacy principles since data breaches are becoming so 
common. Because this is so critical, we provide a technical summary the accompanying 
TrustSphere Information Security Practices document and review any specific questions 
needed to confirm that TrustSphere takes the reasonable steps to protect the information it 
holds on your behalf. 

 
APP 12 - “give the individual access to … information on request” 
Since no new information is collected, implementing TrustVault does not impact compliance 
with this principle. 

 

APP 13 - “take reasonable steps to correct personal information to ensure that, having 
regard to the purpose for which it is held, it is accurate, up-to-date, complete, relevant 
and not misleading” 
Information analysed by TrustVault is based on a regular feed from current messaging logs. 
This means the data is as up-to-date as possible. Using TrustVault provides a more complete 
view on the interactions between individuals to create a clearer understanding of the 
relationships that exist and therefore enable more relevant conversations.  
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2.3 Assess the risks 
To summarise based on the first two steps: 

 TrustVault does not collect new “personal information” beyond that which is already 

collected in the metadata of existing messaging systems.  

 TrustVault may represent a “secondary use” which is reasonable for an individual to 

expect. There is always the option to keep the data for certain individuals from being 

analysed in case of known sensitivities or complaints.  

 Within the context of information systems that are already well managed for security 

and privacy compliance where data is already entrusted to vendors that implement 

appropriate security controls, TrustVault does not increase the risks beyond the value 

of the project goal. 

2.4 Take appropriate steps to protect the information you hold 
Completing the accompanying Worksheet and working closely with your IT teams to 
implement TrustVault in line with the approved configurations will provide you with the 
comfort that you have taken the appropriate steps to meet your obligations.  

2.5 Destroy/De-identify Data 
TrustVault’s default Data Retention Period is 2 years. This affects message logs and 
relationship records in two different ways: 

 Message logs are simply deleted once their age exceeds the Data Retention Period.  

 Relationship records describing still-active relationships are not deleted. Relationship 

records describing inactive relationships are deleted once they’ve been inactive for 

the Data Retention Period.  

Note that an additional copy of any deleted message log or relationship record still exists in 
backup copies for as long as backups are retained. For any service operated by 
TrustSphere, backups are retained for up to 30 days meaning that the overall retention 
period is up to 30 days longer than the configured Data Retention Period.  
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3 TrustVault Privacy Details 

TrustSphere builds products and services that provide Message Intelligence and 
Relationship Analytics by processing streams of communications meta-data. Our products 
are designed to provide these capabilities to our customers in a privacy compliant manner, 
across jurisdictions and in line with privacy by design principles. 

This document describes how TrustVault allows for privacy compliant usage. 

3.1 Types of Data 
Each customer can configure TrustVault to process only the relevant metadata of the 
relevant communications. Listed below are all the data fields that COULD be collected via 
configured connectors.  Data Fields are: always collected (YES), never collected (NO) or can 
be collected if configured (OPTIONALLY). Whether a data field is considered Personal 
Information is indicated in the PII column. 

Data Field PII Analyzed 
Date Message Sent NO YES 
Sending Server’s IP Address NO YES 

Message Direction (inbound/outbound/internal) NO YES 
Security Assessment (spam/malware/etc) NO YES 

Authentication Results NO YES 
From Address YES YES 

To Address YES YES 
Subject Line NO OPTIONALLY 
Message Size NO OPTIONALLY 

Message Body YES NO 

3.2 Sources of Data 
TrustSphere products and services only receive and retain metadata from intentionally 
integrated corporate communication systems. Metadata from personal communication 
systems (e.g. public webmail services) is never collected.  

3.3 Suppression for Specific Individuals 
Customers can elect to suppress all processing of metadata relating to the communication of 
individuals whose communication may be particularly sensitive, for example: legal counsel or 
senior executives. 
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3.4 How Data is Used 
The data described above is analyzed to make relationships easier to map and manage. The 
resulting analytics are made accessible on a sliding scale depending on the sensitivity of the 
data and the business case for access. There are 4 broad levels of access that can be 
configured: 

1. Purely statistical analysis where neither PII nor relationships are visible.  

2.  Updating the CRM with previously unknown business relationships to save Sales 

staff time on data entry. This may include PII, but will be access controlled in line with 

CRM settings 

3. More detailed visibility (including PII) for authorized teams to see actual interactions 

(not content) for better collaboration and coordinated customer service.  

4. Audit teams have full visibility (including PII) over activity for governance and 

compliance purposes where there is a prima facie case or a bona fide allegation 

which triggers the internal teams to review the data. 

Ultimately the information analyzed is used to achieve business goals including the following: 

· Helping sales teams better interact with their customers. For example, where a CRM 

integration has been performed, the account manager for a given account can be 

kept aware of which relationships are active (or becoming inactive) between 

employees at that account and the company's own employees, including those 

without CRM licenses.  

· Helping compliance teams discover early indications of potentially inappropriate 

communications and act to address the situation before serious harm is done, for 

example: probity problems around purchasing processes, quiet periods for listed 

corporations and Chinese walls (Information barriers) between broking and advisory 

functions. 

· Helping HR teams deal with relationship hand-offs when employees join, leave or 

change job roles. 
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3.5 Security 
 

TrustSphere takes many steps to ensure the data detailed above is only used for the 
purposes described by implementing the principle of data minimization. For example:  

· Wherever possible, TrustSphere's connectors do not get access to message content 

at all. In the rare situations in which a connector can only be implemented by 

receiving full copies of messages, the appropriate metadata is extracted and 

processed and the full message copy is immediately discarded. 

· Message metadata logs are not retained indefinitely, the specific retention period is 

determined by each customer in accordance with their own privacy and information 

security policies. 

· For sensitive data that has been stored, TrustSphere products and services are 

implemented with the principle of least privilege in mind, in particular through granular 

access control so that only the specific people who need access to a particular piece 

of information have that access. For example, where a CRM integration has been 

performed, the CRM will only display active relationship information about a particular 

account to the designated account manager and any additional individuals who have 

appropriate privileges with respect to that particular account. 

See the accompanying TrustSphere Information Security Practices document for details of 
TrustSphere’s approach to information security more broadly.  

3.6 Privacy Policy Updates 
Use of this product may require updates to your privacy policy. 

Your privacy policy should be transparent about the data (PII or NPII) that is analyzed using 
TrustVault. Use the list in the first section of this document to review what is configured and 
review with your legal advisors on the best way to present this in your privacy policy.  

An example of how this could be done is provided in the Sample Privacy Policy Amendment 
section of this document. 

3.7 SaaS (Cloud) vs. On-Premises 
TrustSphere provides both SaaS and On-Premises options depending on your needs. 

Both options support typical capabilities for Data Collection, Retention and Security Best 
Practices used around the world. These include but are not limited to: the ability to search, 
retrieve, modify and remove records in accordance with the laws in your jurisdiction.  

If using TrustVault SaaS, then your policies are implemented in an instance hosted on 
servers managed by TrustSphere as described in the Security section above. TrustSphere is 
a steward of the hosted data in line with the policies you define. 

If using TrustVault On-Premises, then you have control over the servers that host the 
product. The configuration options for TrustVault remain that same as the SaaS option.  
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3.8 Jurisdiction-Specific Privacy Obligations 
Cross-Border Data Flows 

Some jurisdictions have regulations regarding “cross-border data flows”, including EU Safe 
Harbour, Australian Privacy Act APP 8, and Singapore PDPA. TrustSphere works with 
customers so they can ensure that use of TrustVault is in compliance. 

Consent for new Use 

Some jurisdictions, including EU, Australia and Singapore, require consent for each intended 
use of collected data. If a review of existing consents indicates that the intended use of 
TrustVault is not covered then consent for the new purpose will need to be obtained.  

Different Definitions of PII 

Situations in which an IP address constitutes PII are currently under dispute in the EU, but 
should generally not apply to use of TrustVault since only the Sender Server’s IP address is 
analyzed 
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4 Sample Privacy Policy Amendment 

For the abundance of caution, we would suggest our customers include,  if not already 
existing, a clause similar to the following effect in their Privacy Statement:  

[Your organisation] operates in a global environment and may use international 
entities to help our business functions. As a result, we may need to share your 
information outside of [your home country]. It is impractical to list every country in 
which we may store or process your information, but such countries include [the 
United States of America, Singapore, and the United Kingdom]. [Your Organisation] 
endeavours to ensure that any transfer of personal information is subject to 
appropriate conditions of confidentiality to ensure the information is handled 
consistently with [the OECD Privacy Principles]. 

When you send an email to @[your domain].com the meta-data (from, to, cc, subject, 
date) is analyzed to ensure that the relationship you are developing is maintained 
over time regardless of the individual employee it was established with.  
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5 Worksheet 

 

Review Example Your Answer 

Project Goal 

To assist in justifying which staff should lead 
strategic account teams across business units 
by proving which relationships are strongest. 
To increase conversions by supporting sales 
staff with data about which client relationships 
are strongest/need nurturing.  

 

Optional Data Fields   

Subject Line Exclude  

Message Size Include  

Privacy Policy    
Message Metadata 
collection 

Confirmed that this is already covered by 
existing Policy  

Message Metadata use 
Confirmed that existing Policy allows for 
relationship analysis  

Messaging channels 
Channels to be analysed deemed necessary to 
add to Policy and Policy was updated  

Information Security 
Practices Review 

Confirmed TrustSphere practices meet policy 
and legal requirements with relevant teams  

Messaging Channels   

Email Include  

SMS Exclude  

Voice Include  

Data Retention Period 
Default setting of 2 years is compliant with 
policies  

Collection 
No new personal information is collected, no 
need to notify of new collection  

Secondary Purpose 

Confirmed that analysis of relationships to 
improve conversions is a reasonable 
secondary purpose given the primary purpose 
for collection is to support sales activities. 

 

 
 
 

 

 

 


